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Scope and Sequence:  C C N A  D i s cov er y  v 4 . 0  
Last up dated No v em ber 3 0 , 20 0 7  

Target Audience 
CCNA Di sco v ery i s p ri m ari l y desi g ned f o r Ci sco ® Netw o rki ng  Academ y® students w h o  are l o o ki ng  
f o r career-o ri ented, i nf o rm ati o n and co m m uni cati o n tech no l o g y ( ICT) ski l l s i nstructi o n o r a q ui ck 
p ath  to  j o b entry and career ex p l o rati o n.  

P rereq uis ites  
CCNA Di sco v ery i s co m p o sed o f  f o ur co urses: 

● Netw o rki ng  f o r H o m e and Sm al l  B usi nesses 
● Wo rki ng  at a Sm al l -to -Medi um  B usi ness o r ISP 
● Intro duci ng  Ro uti ng  and Sw i tch i ng  i n th e E nterp ri se 
● Desi g ni ng  and Sup p o rti ng  Co m p uter Netw o rks 

Th e curri cul um  h as no  p rereq ui si tes and th e co urses are taken seq uenti al l y.  

Target C ertif icatio ns  
Th e CCNA Di sco v ery curri cul um  p rep ares students f o r tw o  di f f erent Ci sco  certi f i cati o n ex am s.  
Af ter co m p l eti ng  th e f i rst tw o  co urses o f  CCNA Di sco v ery; Netw o rki ng  f o r H o m e and Sm al l  
B usi nesses and Wo rki ng  at a Sm al l -to -Medi um  B usi ness o r ISP, a student h as th e o p ti o n to  take 
th e CCE NT™  certi f i cati o n ex am  f o r entry netw o rk tech ni ci ans. CCE NT certi f i es th e p racti cal  ski l l s 
req ui red f o r entry-l ev el  ICT p o si ti o ns. In addi ti o n, th i s certi f i cati o n dem o nstrates a student’ s 
ap ti tude and co m p etence to  w o rk i n an env i ro nm ent th at f eatures Ci sco  netw o rki ng  dev i ces and 
so f tw are. 
CCE NT certi f i cati o n i s an o p ti o nal  f i rst step  to w ard earni ng  th e i ndustry-standard Ci sco  CCNA® 
certi f i cati o n f o r netw o rki ng  careers. Af ter co m p l eti ng  al l  f o ur CCNA Di sco v ery co urses, students w i l l  
be p rep ared to  take th e CCNA certi f i cati o n ex am . 

C urricul um  D es crip tio n 
Th i s curri cul um  p resents basi c netw o rki ng  educati o n to  eq ui p  students w i th  kno w l edg e and ski l l s 
th at can be ap p l i ed to w ard entry-l ev el  ICT careers and al so  CCE NT and CCNA certi f i cati o ns. 
CCNA Di sco v ery i s a bl ended curri cul um  w i th  bo th  o nl i ne and cl assro o m  l earni ng . 
CCNA Di sco v ery h as th e f o l l o w i ng  f eatures: 

● Desi g ned f o r students w i th  basi c PC usag e ski l l s 
● Can be del i v ered as an i ndep endent curri cul um  o r i nteg rated i nto  bro ader co urses o f  study 

at seco ndary sch o o l s, tech ni cal  sch o o l s, co l l eg es, and uni v ersi ti es 
● Of f ers a h ands-o n, career-o ri ented ap p ro ach  to  l earni ng  netw o rki ng  th at em p h asi z es 

p racti cal  ex p eri ence 
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● Map s m o re di rectl y to  ev eryday ex p eri ences w i th  netw o rks and co v ers key netw o rki ng  
co ncep ts acco rdi ng  to  th e typ es o f  env i ro nm ents students m ay enco unter; rang i ng  f ro m  
sm al l  o f f i ce o r h o m e o f f i ce ( SOH O) netw o rki ng  to  m o re co m p l ex  enterp ri se env i ro nm ents 
and th eo reti cal  netw o rki ng  m o del s l ater i n th e curri cul um  

● Incl udes acti v i ti es th at em p h asi z e netw o rki ng  i m p l em entati o n 
● Teach es ap p l i ed ski l l s m i dw ay th ro ug h  th e f o ur-co urse seri es to  h el p  m ake th e co urse 

co ntent rel ev ant, enco urag e students to  co nsi der addi ti o nal  educati o n i n ICT o r rel ated 
f i el ds, and h el p  students p rep are f o r entry-l ev el  ICT careers 

C urricul um  G o al s  and O b j ectiv es  
Th e g o al s o f  CCNA Di sco v ery are as f o l l o w s: 

● H el p  students reco g ni z e th e si g ni f i cant i m p act o f  netw o rki ng  o n th ei r l i v es 
● Teach  students h o w  to  bui l d and sup p o rt a h o m e o r sm al l  busi ness netw o rk w i th  w i rel ess 

eq ui p m ent 
● Insti l l  a sense o f  aw e i n students and enco urag e th em  to  l earn m o re abo ut h o w  th i ng s w o rk 

and to  p ursue careers i n netw o rki ng  
● Prep are students f o r entry-l ev el  j o bs i n th e i ndustry by em p l o yi ng  i nteracti v e and eng ag i ng  

i nstructi o nal  ap p ro ach es th at h el p  th em  understand g eneral  th eo ry and g ai n p racti cal  
ex p eri ence 

● Teach  students th e f undam ental  co ncep ts o f  netw o rki ng  
● Pro v i de o p p o rtuni ti es f o r ex tensi v e h ands-o n i nteracti o n w i th  PC and netw o rki ng  eq ui p m ent 

to  p rep are students f o r careers and certi f i cati o n ex am s  
● E stabl i sh  th e rel ev ancy o f  netw o rki ng  i n o ur ev eryday l i v es  

Students w h o  co m p l ete Netw o rki ng  f o r H o m e and Sm al l  B usi nesses w i l l  be abl e to  p erf o rm  th e 
f o l l o w i ng  tasks: 

● Set up  a p erso nal  co m p uter system , i ncl udi ng  th e o p erati ng  system , i nterf ace cards, and 
p eri p h eral  dev i ces 

● Pl an and i nstal l  a h o m e o r sm al l  busi ness netw o rk and co nnect i t to  th e Internet 
● Veri f y and tro ubl esh o o t netw o rk and Internet co nnecti v i ty 
● Sh are reso urces such  as f i l es and p ri nters am o ng  m ul ti p l e co m p uters 
● Reco g ni z e and m i ti g ate securi ty th reats to  a h o m e netw o rk 
● Co nf i g ure and v eri f y co m m o n Internet ap p l i cati o ns 
● Co nf i g ure basi c IP serv i ces th ro ug h  a GUI 

Students w h o  co m p l ete Wo rki ng  at a Sm al l -to -Medi um  B usi ness o r ISP w i l l  be abl e to  p erf o rm  th e 
f o l l o w i ng  tasks: 

● Descri be th e structure o f  th e Internet and h o w  Internet co m m uni cati o ns o ccur betw een 
h o sts 

● Instal l , co nf i g ure, and tro ubl esh o o t Ci sco  IOS® dev i ces f o r Internet and serv er co nnecti v i ty 
● Pl an a basi c w i red i nf rastructure to  sup p o rt netw o rk traf f i c 
● Im p l em ent basi c WAN co nnecti v i ty usi ng  Tel co  serv i ces 
● Dem o nstrate p ro p er di saster reco v ery p ro cedures and p erf o rm  serv er backup s 
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● Mo ni to r netw o rk p erf o rm ance and i so l ate f ai l ures 
● Tro ubl esh o o t p ro bl em s usi ng  an o rg ani z ed, l ayered p ro cedure 
● Descri be th e OSI m o del  and th e p ro cess o f  encap sul ati o n 

Students w h o  co m p l ete Intro duci ng  Ro uti ng  and Sw i tch i ng  i n th e E nterp ri se w i l l  be abl e to  p erf o rm  
th e f o l l o w i ng  tasks: 

● Im p l em ent a LAN f o r an ap p ro v ed netw o rk desi g n 
● Co nf i g ure a sw i tch  w i th  VLANs and i nter-sw i tch  co m m uni cati o n 
● Im p l em ent access l i sts to  p erm i t o r deny sp eci f i ed traf f i c 
● Im p l em ent WAN l i nks 
● Co nf i g ure ro uti ng  p ro to co l s o n Ci sco  dev i ces 
● Perf o rm  LAN, WAN, and VLAN tro ubl esh o o ti ng  usi ng  a structured m eth o do l o g y and th e OSI 

m o del  
Students w h o  co m p l ete Desi g ni ng  and Sup p o rti ng  Co m p uter Netw o rks w i l l  be abl e to  p erf o rm  th e 
f o l l o w i ng  tasks: 

● Gath er custo m er req ui rem ents 
● Desi g n a si m p l e Internetw o rk usi ng  Ci sco  tech no l o g y 
● Desi g n an IP addressi ng  sch em e to  m eet LAN req ui rem ents 
● Create an eq ui p m ent l i st to  m eet LAN desi g n req ui rem ents 
● Create and p resent a p ro p o sal  to  a custo m er 
● Instal l  and co nf i g ure a p ro to typ e Internetw o rk 
● Obtai n and up g rade Ci sco  IOS So f tw are i n Ci sco  dev i ces 

M inim um  S y s tem  R eq uirem ents  
Curri cul um  req ui rem ents:  

● 1  Student PC p er student; 1  l o cal  curri cul um  serv er 
Lab bundl e req ui rem ents f o r CCNA Di sco v ery co urses 1 –4:  

● 3  Ci sco  1 8 41  ro uters w i th  B ase IP IOS, 1 28 MB  DRAM, 3 2 MB  F l ash  
● 3  29 6 0  sw i tch es 
● 2 Li nksys w i rel ess ro uters ( Li nksys WRT1 5 0 N i s p ref erred, but o th er accep tabl e m o del s 

i ncl ude WRT5 4G,  WRT3 0 0 N, and WRT3 5 0 N) o r SOH O eq ui v al ent  
● 1  Lab PC w i th  Mi cro so f t Wi ndo w s 20 0 0  Serv er  
● 2 Lab PCs o r l ap to p s ( Mi cro so f t Wi ndo w s 20 0 0  o r Wi ndo w s X P) 
● Asso rted E th ernet and Seri al  cabl es and h ubs 

E q ui p m ent req ui rem ents f o r new  academ i es ado p ti ng  CCNA Di sco v ery co urses 1  and 2 o nl y: 
● 3  Ci sco  1 8 41  ro uters w i th  B ase IP IOS, 1 28 MB  DRAM, 3 2 MB  F l ash  
● 3  f o ur-p o rt E th ernet Sw i tch  Interf ace Cards f o r th e 1 8 41  ro uters 
● 2 Li nksys w i rel ess ro uters ( Li nksys WRT1 5 0 N i s p ref erred, but o th er accep tabl e m o del s 

i ncl ude WRT5 4G,  WRT3 0 0 N, and WRT3 5 0 N) o r SOH O eq ui v al ent 
● 1  Lab PC w i th  Mi cro so f t Wi ndo w s 20 0 0  Serv er  
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● 2 Lab PCs o r l ap to p s ( Mi cro so f t Wi ndo w s 20 0 0  o r Wi ndo w s X P) 
● Asso rted E th ernet and Seri al  cabl es and h ubs 

C urricul um  O utl ine 
Table 1. CCN A D iscov ery Cu rricu lu m  O u tline 
C h ap t er  N et w o r k i n g  f o r  

H o m e an d  S m all 
B u s i n es s es  

W o r k i n g  at  a S m all-
t o -M ed i u m  B u s i n es s  
o r  I S P  

I n t r o d u c i n g  R o u t i n g  
an d  S w i t c h i n g  i n  t h e 
E n t er p r i s e 

D es i g n i n g  an d  
S u p p o r t i n g  
C o m p u t er  N et w o r k s  

1 P ersonal Com pu ter 
H ard w are 

T he I nternet and  I ts 
U ses  

N etw ork ing in the 
E nterprise 

I ntrod u cing N etw ork  
D esign Concepts  

2 O perating S ystem s H elp D esk  E x ploring the 
E nterprise N etw ork  
I nf rastru ctu re 

G athering N etw ork  
R eq u irem ents 

3 Connecting to the 
N etw ork  

P lanning a N etw ork  
U pgrad e 

S w itching in an 
E nterprise N etw ork  

Characteriz ing the 
E x isting N etw ork  

4 Connecting to the 
I nternet T hrou gh an 
I S P  

P lanning the 
Ad d ressing S tru ctu re  

Ad d ressing in an 
E nterprise N etw ork  

I d entif ying Application  
I m pacts on N etw ork  
D esign  

5 N etw ork  Ad d ressing Conf igu ring N etw ork  
D ev ices 

R ou ting w ith a 
D istance V ector 
P rotocol 

Creating the N etw ork  
D esign  

6 N etw ork  S erv ices R ou ting  R ou ting w ith a L ink -
S tate P rotocol 

U sing I P  Ad d ressing 
in the N etw ork  D esign 

7 W ireless 
T echnologies 

I S P  S erv ices  I m plem enting 
E nterprise W AN  L ink s 

P rototyping the 
Cam pu s N etw ork   

8 B asic S ecu rity I S P  R esponsib ility F iltering T raf f ic U sing 
Access Control L ists 

P rototyping the W AN  

9 T rou b leshooting Y ou r 
N etw ork  

Cou rse S u m m ary:  
P u tting I t All T ogether 

T rou b leshooting an 
E nterprise N etw ork  

P reparing the 
P roposal  

10  Cou rse S u m m ary:  
P u tting I t All T ogether 

 Cou rse S u m m ary:  
P u tting I t All T ogether 

Cou rse S u m m ary:  
P u tting I t All T ogether 

N etw o rk ing f o r H o m e and S m al l  B us ines s es   
Th i s co urse teach es students th e ski l l s needed to  o btai n entry-l ev el  h o m e netw o rk i nstal l er j o bs. It 
al so  h el p s students dev el o p  so m e o f  th e ski l l s needed to  beco m e netw o rk tech ni ci ans, co m p uter 
tech ni ci ans, cabl e i nstal l ers, and h el p  desk tech ni ci ans. It p ro v i des a h ands-o n i ntro ducti o n to  
netw o rki ng  and th e Internet usi ng  to o l s and h ardw are co m m o nl y f o und i n h o m e and sm al l  busi ness 
env i ro nm ents. Instructo rs are enco urag ed to  f aci l i tate f i el d tri p s and o utsi de-th e-cl assro o m  l earni ng  
ex p eri ences. Labs i ncl ude PC i nstal l ati o n, Internet co nnecti v i ty, w i rel ess co nnecti v i ty, f i l e and p ri nt 
sh ari ng , and th e i nstal l ati o n o f  g am e co nso l es, scanners, and cam eras. 
Prereq ui si tes: No ne 
Chapter 1 . P erso n al  Co m pu ter H ard w are  

1 .0  Ch ap ter Intro ducti o n 
1 .1  Perso nal  Co m p uters and Ap p l i cati o ns 
1 .2 Typ es o f  Co m p uters 
1 .3  B i nary Rep resentati o n o f  Data 
1 .4 Co m p uter Co m p o nents and Peri p h eral s  
1 .5  Co m p uter System  Co m p o nents  
1 .6  Ch ap ter Sum m ary 
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Chapter 2 . O perati n g  S y stem s 
2.0  Ch ap ter Intro ducti o n  
2.1  Ch o o si ng  th e Op erati ng  System   
2.2 Instal l i ng  th e Op erati ng  System  
2.3  Mai ntai ni ng  th e Op erati ng  System  
2.4 Ch ap ter Sum m ary 

Chapter 3 . Co n n ec ti n g  to  the N etw o rk  
3 .0  Ch ap ter Intro ducti o n 
3 .1  Intro ducti o n to  Netw o rki ng   
3 .2 Pri nci p al s o f  Co m m uni cati o n  
3 .3  Co m m uni cati ng  o n a Lo cal  Wi red Netw o rk 
3 .4 B ui l di ng  th e Access Layer o f  an E th ernet Netw o rk  
3 .5  B ui l di ng  th e Di stri buti o n Layer o f  a Netw o rk 
3 .6  Pl an and Co nnect a Lo cal  Netw o rk 
3 .7  Ch ap ter Sum m ary 

Chapter 4 . Co n n ec ti n g  to  the I n tern et T hro u g h an  I S P  
4.0  Ch ap ter Intro ducti o n 
4.1  Th e Internet and H o w  We Co nnect to  It 
4.2 Sendi ng  Inf o rm ati o n Acro ss th e Internet  
4.3  Netw o rki ng  Dev i ces i n a NOC 
4.4 Cabl es and Co nnecto rs  
4.5  Wo rki ng  w i th  Tw i sted-Pai r Cabl i ng  
4.6  Ch ap ter Sum m ary 

Chapter 5 . N etw o rk  A d d ressi n g  
5 .0  Ch ap ter Intro ducti o n 
5 .1  IP Addresses and Subnet Masks  
5 .2 Typ es o f  IP Addresses  
5 .3  H o w  IP Addresses are Obtai ned 
5 .4 Address Manag em ent 
5 .5  Ch ap ter Sum m ary 

Chapter 6 . N etw o rk  S erv i c es 
6 .0  Ch ap ter Intro ducti o n 
6 .1  Cl i ent/ Serv ers and Th ei r Interacti o n  
6 .2 Ap p l i cati o n Pro to co l s and Serv i ces 
6 .3  Layered Mo del  and Pro to co l s 
6 .4 Ch ap ter Sum m ary 



   All contents are Copyright © 1992–20 0 7 Cisco S ystem s,  I nc.  All rights reserv ed .  T his d ocu m ent is Cisco P u b lic I nf orm ation.  P age 6 of  12 

Chapter 7 . W i rel ess T ec hn o l o g i es 
7 .0  Ch ap ter Intro ducti o n 
7 .1  Wi rel ess Tech no l o g y 
7 .2 Wi rel ess LANs 
7 .3  Securi ty Co nsi derati o ns o n a Wi rel ess LAN  
7 .4 Co nf i g uri ng  an Integ rated AP and Wi rel ess Cl i ent 
7 .5  Ch ap ter Sum m ary 

Chapter 8 . B asi c  S ec u ri ty  
8 .0  Ch ap ter Intro ducti o n 
8 .1  Netw o rki ng  Th reats 
8 .2 Meth o ds o f  Attack 
8 .3  Securi ty Po l i cy 
8 .4 Usi ng  F i rew al l s 
8 .5  Ch ap ter Sum m ary 

Chapter 9. T ro u b l esho o ti n g  Y o u r N etw o rk  
9 .0  Ch ap ter Intro ducti o n 
9 .1  Tro ubl esh o o ti ng  Pro cess  
9 .2 Tro ubl esh o o ti ng  Issues 
9 .3  Co m m o n Issues 
9 .4 Tro ubl esh o o ti ng  and th e H el p  Desk 
9 .5  Ch ap ter Sum m ary 

Chapter 1 0 . Co u rse S u m m ary  
1 0 .0  Putti ng  It Al l  To g eth er 

W o rk ing at a S m al l -to -M edium  B us ines s  o r I S P  
Th i s co urse p rep ares students f o r j o bs as netw o rk tech ni ci ans and h el p s th em  dev el o p  addi ti o nal  
ski l l s req ui red f o r co m p uter tech ni ci ans and h el p  desk tech ni ci ans. It p ro v i des a basi c o v erv i ew  o f  
ro uti ng  and rem o te access, addressi ng , and securi ty. It al so  f am i l i ari z es students w i th  serv ers th at 
p ro v i de e-m ai l  serv i ces, Web sp ace, and auth enti cated access. Students l earn abo ut th e so f t ski l l s 
req ui red f o r h el p  desk and custo m er serv i ce p o si ti o ns. Netw o rk m o ni to ri ng  and basi c 
tro ubl esh o o ti ng  ski l l s are taug h t i n co ntex t. 
Prereq ui si tes: Netw o rki ng  f o r H o m e and Sm al l  B usi nesses  
Chapter 1 . T he I n tern et an d  I ts U ses 

1 .0  Ch ap ter Intro ducti o n 
1 .1  Wh at i s th e Internet?  
1 .2 Internet Serv i ce Pro v i ders 
1 .3  ISP Co nnecti v i ty 
1 .4 Ch ap ter Sum m ary 
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Chapter 2 . H el p D esk  
2.0  Ch ap ter Intro ducti o n 
2.1  H el p  Desk Tech ni ci ans 
2.2 OSI Mo del  
2.3  ISP Tro ubl esh o o ti ng  
2.4 Ch ap ter Sum m ary 

Chapter 3 . P l an n i n g  a N etw o rk  U pg rad e 
3 .0  Ch ap ter Intro ducti o n 
3 .1  Co m m o n Issues 
3 .2 Pl anni ng  th e Netw o rk Up g rade 
3 .3  Purch asi ng  and Mai ntai ni ng  E q ui p m ent 
3 .4 Ch ap ter Sum m ary 

Chapter 4 . P l an n i n g  the A d d ressi n g  S tru c tu re 
4.0  Ch ap ter Intro ducti o n 
4.1  IP Addressi ng  i n th e LAN 
4.2 NAT and PAT 
4.3  Ch ap ter Sum m ary 

Chapter 5 . Co n f i g u ri n g  N etw o rk  D ev i c es 
5 .0  Ch ap ter Intro ducti o n 
5 .1  Ini ti al  ISR Ro uter Co nf i g urati o n 
5 .2 Co nf i g uri ng  an ISR w i th  SDM 
5 .3  Co nf i g uri ng  a Ro uter Usi ng  IOS CLI 
5 .4 Ini ti al  Ci sco  29 6 0  Sw i tch  Co nf i g urati o n 
5 .5  Co nnecti ng  th e CPE  to  th e ISP 
5 .6  Ch ap ter Sum m ary 

Chapter 6 . R o u ti n g   
6 .0  Ch ap ter Intro ducti o n 
6 .1  E nabl i ng  Ro uti ng  Pro to co l s 
6 .2 E x teri o r Ro uti ng  Pro to co l s 
6 .3  Ch ap ter Sum m ary 

Chapter 7 . I S P  S erv i c es 
7 .0  Ch ap ter Intro ducti o n 
7 .1  Intro duci ng  ISP Serv i ces 
7 .2 Pro to co l s Th at Sup p o rt ISP Serv i ces 
7 .3  Do m ai n Nam e Serv i ce 
7 .4 Serv i ces and Pro to co l s 
7 .5  Ch ap ter Sum m ary 
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Chapter 8 . I S P  R espo n si b i l i ty  
8 .0  Ch ap ter Intro ducti o n 
8 .1  ISP Securi ty Co nsi derati o ns 
8 .2 Securi ty To o l s 
8 .3  Mo ni to ri ng  and Manag i ng  th e ISP 
8 .4 B ackup s and Di saster Reco v ery 
8 .5  Ch ap ter Sum m ary 

Chapter 9. Co u rse S u m m ary  
9 .0  Putti ng  It Al l  To g eth er 

I ntro ducing R o uting and S w itch ing in th e E nterp ris e  
Th i s co urse f am i l i ari z es students w i th  th e eq ui p m ent ap p l i cati o ns and p ro to co l s i nstal l ed i n 
enterp ri se netw o rks, w i th  a f o cus o n sw i tch ed netw o rks, IP Tel ep h o ny req ui rem ents, and securi ty. 
It al so  i ntro duces adv anced ro uti ng  p ro to co l s such  as E nh anced Interi o r Gatew ay Ro uti ng  Pro to co l  
( E IGRP) and Op en Sh o rtest Path  F i rst ( OSPF ) Pro to co l . H ands-o n ex erci ses, i ncl udi ng  
co nf i g urati o n, i nstal l ati o n, and tro ubl esh o o ti ng , rei nf o rce student l earni ng . 
Prereq ui si tes:  Wo rki ng  at a Sm al l -to -Medi um  B usi ness o r ISP 
Chapter 1 . N etw o rk i n g  i n  the E n terpri se 

1 .0  Ch ap ter Intro ducti o n 
1 .1  Descri bi ng  th e E nterp ri se Netw o rk 
1 .2 Identi f yi ng  E nterp ri se Ap p l i cati o ns 
1 .3  Sup p o rti ng  Rem o te Wo rkers 
1 .4 Ch ap ter Sum m ary 

Chapter 2 . E x pl o ri n g  the E n terpri se N etw o rk  I n f rastru c tu re 
2.0  Ch ap ter Intro ducti o n 
2.1  Descri bi ng  th e Current Netw o rk 
2.2 Sup p o rti ng  th e E nterp ri se E dg e 
2.3  Rev i ew i ng  Ro uti ng  and Sw i tch i ng  
2.4 Ch ap ter Sum m ary 

Chapter 3 . S w i tc hi n g  i n  an  E n terpri se N etw o rk  
3 .0  Ch ap ter Intro ducti o n 
3 .1  Descri bi ng  E nterp ri se Lev el  Sw i tch i ng  
3 .2 Prev enti ng  Sw i tch i ng  Lo o p s 
3 .3  Co nf i g uri ng  VLANs 
3 .4 Trunki ng  and Inter-VLAN Ro uti ng   
3 .5  Mai ntai ni ng  VLANs o n an E nterp ri se Netw o rk  
3 .6  Ch ap ter Sum m ary 
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Chapter 4 . A d d ressi n g  i n  an  E n terpri se N etw o rk  
4.0  Ch ap ter Intro ducti o n 
4.1  Usi ng  a H i erarch i cal  IP Netw o rk Address Sch em e 
4.2 Usi ng  VLSM 
4.3  Usi ng  Cl assl ess Ro uti ng  and CIDR 
4.4 Usi ng  NAT and PAT 
4.5  Ch ap ter Sum m ary 

Chapter 5 . R o u ti n g  w i th a D i stan c e V ec to r P ro to c o l  
5 .0  Ch ap ter Intro ducti o n 
5 .1  Manag i ng  E nterp ri se Netw o rks 
5 .2 Ro uti ng  Usi ng  th e RIP Pro to co l  
5 .3  Ro uti ng  Usi ng  th e E IGRP Pro to co l  
5 .4 Im p l em enti ng  E IGRP 
5 .5  Ch ap ter Sum m ary 

Chapter 6 . R o u ti n g  w i th a L i n k -S tate P ro to c o l   
6 .0  Ch ap ter Intro ducti o n 
6 .1  Ro uti ng  Usi ng  th e OSPF  Pro to co l  
6 .2 Im p l em enti ng  Si ng l e-Area OSPF  
6 .3  Usi ng  Mul ti p l e Ro uti ng  Pro to co l s 
6 .4 Ch ap ter Sum m ary 

Chapter 7 . I m pl em en ti n g  E n terpri se W A N  L i n k s 
7 .0  Ch ap ter Intro ducti o n 
7 .1  Co nnecti ng  th e E nterp ri se WAN 
7 .2 Co m p ari ng  Co m m o n WAN E ncap sul ati o ns 
7 .3  Usi ng  F ram e Rel ay 
7 .4 Ch ap ter Sum m ary 

Chapter 8 . F i l teri n g  T raf f i c  U si n g  A c c ess Co n tro l  L i sts 
8 .0  Ch ap ter Intro ducti o n 
8 .1  Usi ng  Access Co ntro l  Li sts 
8 .2 Usi ng  a Wi l dcard Mask 
8 .3  Co nf i g uri ng  Access Co ntro l  Li sts 
8 .4 Perm i tti ng  and Denyi ng  Sp eci f i c Typ es o f  Traf f i c 
8 .5  F i l teri ng  Traf f i c Usi ng  Access Co ntro l  Li sts 
8 .6  Ch ap ter Sum m ary 

Chapter 9. T ro u b l esho o ti n g  an  E n terpri se N etw o rk  
9 .0  Ch ap ter Intro ducti o n 
9 .1  Understandi ng  th e Im p act o f  Netw o rk F ai l ure 
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9 .2 Tro ubl esh o o ti ng  Sw i tch i ng  and Co nnecti v i ty Issues 
9 .3  Tro ubl esh o o ti ng  Ro uti ng  Issues 
9 .4 Tro ubl esh o o ti ng  WAN Co nf i g urati o ns 
9 .5  Tro ubl esh o o ti ng  ACL Issues 
9 .6  Ch ap ter Sum m ary 

Chapter 1 0 . Co u rse S u m m ary  
1 0 .0  Putti ng  It Al l  To g eth er 

D es igning and S up p o rting C o m p uter N etw o rk s  
Th i s co urse i ntro duces students to  netw o rk desi g n p ro cesses usi ng  tw o  ex am p l es; a l arg e stadi um  
enterp ri se netw o rk and a m edi um -si z ed f i l m  co m p any netw o rk. Students f o l l o w  a standard desi g n 
p ro cess to  ex p and and up g rade each  netw o rk, w h i ch  i ncl udes req ui rem ents g ath eri ng , p ro o f -o f -
co ncep t, and p ro j ect m anag em ent. Li f ecycl e serv i ces, i ncl udi ng  up g rades, co m p eti ti v e anal yses, 
and system  i nteg rati o n, are p resented i n th e co ntex t o f  p re-sal e sup p o rt. In addi ti o n to  th e Packet 
Tracer and l ab ex erci ses f o und i n th e p rev i o us co urses, th ere are m any p en-and-p ap er and ro l e-
p l ayi ng  ex erci ses th at students co m p l ete w h i l e dev el o p i ng  th ei r netw o rk up g rade p ro p o sal s. 
Prereq ui si tes: Intro duci ng  Ro uti ng  and Sw i tch i ng  i n th e E nterp ri se  
Chapter 1 . I n tro d u c i n g  N etw o rk  D esi g n  Co n c epts  

1 .0  Ch ap ter Intro ducti o n 
1 .1  Di sco v eri ng  Netw o rk Desi g n B asi cs  
1 .2 Inv esti g ati ng  Co re Layer Desi g n Co nsi derati o ns 
1 .3  Inv esti g ati ng  Di stri buti o n Layer Co nsi derati o ns 
1 .4 Inv esti g ati ng  Access Layer Desi g n Co nsi derati o ns 
1 .5  Inv esti g ati ng  Serv er F arm s and Securi ty  
1 .6  Inv esti g ati ng  Wi rel ess Netw o rk Co nsi derati o ns 
1 .7  Sup p o rti ng  WANs and Rem o te Wo rkers 
1 .8  Ch ap ter Sum m ary 

Chapter 2 . G atheri n g  N etw o rk  R eq u i rem en ts 
2.0  Ch ap ter Intro ducti o n 
2.1  Intro duci ng  Ci sco  Li f ecycl e Serv i ces  
2.2 E x p l ai ni ng  th e Sal es Pro cess 
2.3  Prep ari ng  f o r th e Desi g n Pro cess 
2.4 Identi f yi ng  Tech ni cal  Req ui rem ents and Co nstrai nts 
2.5  Identi f yi ng  Manag eabi l i ty Desi g n Co nsi derati o ns 
2.6  Ch ap ter Sum m ary 

Chapter 3 . Charac teri z i n g  the E x i sti n g  N etw o rk  
3 .0  Ch ap ter Intro ducti o n 
3 .1  Do cum enti ng  th e E x i sti ng  Netw o rk  
3 .2 Up dati ng  th e E x i sti ng  Ci sco  IOS 
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3 .3  Up g radi ng  E x i sti ng  H ardw are  
3 .4 Perf o rm i ng  a Wi rel ess Si te Surv ey 
3 .5  Do cum enti ng  Netw o rk Desi g n Req ui rem ents  
3 .6  Ch ap ter Sum m ary 

Chapter 4 . I d en ti f y i n g  A ppl i c ati o n  I m pac ts o n  N etw o rk  D esi g n  
4.0  Ch ap ter Intro ducti o n 
4.1  Ch aracteri z i ng  Netw o rk Ap p l i cati o ns 
4.2 E x p l ai ni ng  Co m m o n Netw o rk Ap p l i cati o ns 
4.3  Intro duci ng  Q ual i ty o f  Serv i ce ( Q o S) 
4.4 E x am i ni ng  Vo i ce and Vi deo  Op ti o ns 
4.5  Do cum enti ng  Ap p l i cati o ns and Traf f i c F l o w s 
4.6  Ch ap ter Sum m ary 

Chapter 5 . Creati n g  the N etw o rk  D esi g n  
5 .0  Ch ap ter Intro ducti o n 
5 .1  Anal yz i ng  th e Req ui rem ents 
5 .2 Sel ecti ng  th e Ap p ro p ri ate LAN To p o l o g y 
5 .3  Desi g ni ng  th e WAN and Rem o te Wo rker Sup p o rt 
5 .4 Desi g ni ng  Wi rel ess Netw o rks 
5 .5  Inco rp o rati ng  Securi ty 
5 .6  Ch ap ter Sum m ary 

Chapter 6 . U si n g  I P  A d d ressi n g  i n  the N etw o rk  D esi g n  
6 .0  Ch ap ter Intro ducti o n 
6 .1  Creati ng  an Ap p ro p ri ate IP Addressi ng  Desi g n 
6 .2 Creati ng  th e IP Address and Nam i ng  Sch em e 
6 .3  Descri bi ng  IPv 4 and IPv 6  
6 .4 Ch ap ter Sum m ary 

Chapter 7 . P ro to ty pi n g  the Cam pu s N etw o rk   
7 .0  Ch ap ter Intro ducti o n 
7 .1  B ui l di ng  a Pro to typ e to  Val i date a Desi g n 
7 .2 Pro to typ i ng  th e LAN 
7 .3  Pro to typ i ng  th e Serv er F arm  
7 .4 Ch ap ter Sum m ary 

Chapter 8 . P ro to ty pi n g  the W A N  
8 .0  Ch ap ter Intro ducti o n 
8 .1  Pro to typ i ng  Rem o te Co nnecti v i ty 
8 .2 Pro to typ i ng  WAN Co nnecti v i ty  
8 .3  Pro to typ i ng  Rem o te Wo rker Sup p o rt 
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8 .4 Ch ap ter Sum m ary 
Chapter 9. P repari n g  the P ro po sal  

9 .0  Ch ap ter Intro ducti o n 
9 .1  Assem bl i ng  th e E x i sti ng  Pro p o sal  Inf o rm ati o n 
9 .2 Dev el o p i ng  th e Im p l em entati o n Pl an 
9 .3  Pl anni ng  f o r th e Instal l ati o n 
9 .4 Creati ng  and Presenti ng  th e Pro p o sal  
9 .5  Ch ap ter Sum m ary 

Chapter 1 0 . Co u rse S u m m ary  
1 0 .0  Putti ng  It Al l  To g eth er 

 
 
 
 
 
 
 


